
Threat incident response – 
How AI powered innovations 
are smashing response times

I N T E R V I E W

Machine learning has massively  
reduced threat identification and  

incident response times

DFLabs are of the first companies  
to offer this supercharged technology  

in the Middle East

Automation all but removes the  
delay in responding to and  
remediating cyberattacks
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I’ve finally landed an interview with Dario Forte, the founder of DFLabs, who are one of Italy’s most 
exciting cybersecurity companies. Not only is Dario their CEO, but he’s done that rare thing which marks 
most of the successful tech entrepreneurs of the last twenty years – he’s managed to persistently 
innovate when tech has rapidly evolved; rather than being disrupted by new tech advancements, DFLabs 
have integrated them, and now they’re one of the most sought after security partners having worked with 
enterprise and governments all over the world.

I wanted to understand more about what has driven the remarkable success of DFLabs and their exciting 
offering for Middle Eastern organisations, especially as they’ll be present at GISEC on 1-3 April and so 
many of our visitors will want to meet them:

Dario, you’re the CEO of DFLabs, 
which counts itself as a world leader 
in cyber incident response, please 
tell us how you’ve made DFLabs 
different to other companies offering 
a similar service?

We position ourselves as a full SOAR 
platform. DFLabs IncMan SOAR fully 
automates the entire security incident 
lifecycle and conducts automated 
pre-incident triage. Unlike traditional 
SOAR platforms that turn all events 
into incidents, DFLabs START Triage 
pre-incident event analysis uses 
the full automation, orchestration 

and machine learning power of the 
IncMan SOAR platform to enrich 
security event information and assess 
the reliability of alerts to determine 
whether they merit conversion to 
security incidents. This dramatically 
reduces IT security analyst workloads, 
so they can focus on real threats not 
false positives.

Ok, but surely there’s technological 
limitations to the areas of incident 
response that your platform can 
operate in?

No, the platform is pretty much 
holistic and able to integrate into 
many different areas where we 
expect threats to occur, it adapts to 
virtually any use case and data source, 
including alerts from networks, 
endpoints, bank/ecommerce fraud 
transactions, physical security and 
threat intelligence sources. 

So how is it able to do that 
considering threat incidents can be 
so varied in shape and form?

We provide a wide array of out-of-the-
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box IncMan SOAR Playbooks that are 
based on industry best practices and 
recognised standards. These ready to 
use Playbooks identify and automate 
response to leading enterprise 
cyber threats, including Phishing, 
Compromised Accounts, and Malware. 
DFLabs has the industry’s first Dual 
Mode Playbooks (Machine-to-Human 
and/or Machine-to-Machine) that 
combine manual, semi-automated 
and automated actions based on the 
level of automation required. These 
allow Security Operation Centres 
(SOCs) to automate an action without 
automating the decision, with the final 
decision being made manually by a 
human analyst.

DFLabs features an Open Integration 
Framework for customising and 
adding new automated integrations 
between security tools and IncMan 
SOAR, without the need for complex 
coding. This enables security teams 
to easily add and orchestrate new 
functions between IncMan SOAR 
and third party products in order to 
address unique requirements and 
workflows. 

So not only are you able to conduct 
complex machine-to-machine 
powered improvements to a 
companies’ existing architecture, 
but its relatively simple for you to 
integrate?

Yes

I would imagine there’s all sorts of 
interoperability issues with clients’ 
legacy systems, so typically how 
long does it take you to integrate 
your systems to theirs and start 
helping them identify cyberattacks 
and threats?

One of the things we pride ourselves 
on is the short amount of time 
required for customers to begin 
seeing ROI from IncMan SOAR.  As 
part of the purchase of IncMan, we 
provide user training focused on 
operationalising the platform as 
quickly and efficiently as possible, 
then expanding the solution to include 
additional functions and use cases.  
One of IncMan’s differentiators is 
the ease with which organisations 
can configure existing integrations 
and create completely new 
integrations.  This makes integrating 
an organisation’s entire security stack 
with IncMan quick and painless.  An 

organisation able to devote resources 
to integrating their security stack 
and codifying their security policies 
in IncMan can be up and running in 
anywhere from several days to several 
weeks. 

Your IncMan SOAR platform is said 
to reduce threat detection and 
incident response from hours to 
seconds. How is this possible?

We do it with machine learning. The 
DFLabs platform eliminates the 
need for security analysts  to sort 
through a constant influx of alerts, 
and it also ensures analysts are not 
forced into repetitive tasks to test 
the validity of alerts and establish 
remediation priorities. Our unique 
START Triage feature automates the 
cumbersome process of evaluating 
alerts to dramatically reduce the 
number of incidents created, allowing 
analysts to work smarter and faster.  
Once an incident has been identified 
and created in IncMan SOAR, it 
automatically applies a Runbook 
relevant to the incident type (e.g. 
spear phishing) to begin remediation. 
This can happen within seconds to 
minutes and in most instances before 
an analyst has even been made aware 
of the potential incident.

Customers using DFLabs IncMan 
SOAR have reduced resolution times 
by up to 90%, boosted operations 
efficiency by 80% and increased the 
number of incidents managed by 
300%. 

So I imagine this type of high tech 
innovation is only available to a 
select few companies?

No, not at all, we work with all manner 
of enterprises, government and MSSPs 
who use IncMan SOAR to automate 
security monitoring and incident 
response services with customer-
centric workflows and communication 
channels and deliver premium 
managed detection and response 
services.  

Have you found your customers see 
any additional benefits other than 
the primary results of significantly 
increasing threat detection and 
response?

Actually yes, the system is useful to 
many clients because it helps them 
meet the expanding number of global 
regulations e.g. GDPR that require a 
timely response to security incidents. 

Customers using 
DFLabs IncMan 
SOAR have reduced 
resolution times 
by up to 90%, 
boosted operations 
efficiency by 80% 
and increased the 
number of incidents 
managed by 300%.
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We have also seen it help with 
capacity building, as DFLabs 
facilitates crucial knowledge transfer 
to less experienced analysts 
through automated Runbooks and a 
Knowledge Base containing Playbooks, 
advisories, best practices, and 
regulatory frameworks. 

People in the Middle East are 
going to be very excited to meet 
companies make the best use of 
Artificial Intelligence, especially 
in the security sector. Can you tell 
us more about how your machine 
learning enhances your incident 
response capabilities, and if so can 
you quantify the impact this has 
made?

Yes, DFLabs has developed and 
uses intelligence-driven and 
machine learning-based Security 
Orchestration, Automation and 
Response (SOAR) technology within 
its platform. We have patented 
two key SOAR technologies. One is 
R3 Rapid Response Runbooks that 
automate and perform the early stage 
processes involved in assessing and 
investigating security incidents, until a 
human security analyst is required to 
intervene. The other is our Automated 
Responder Knowledge (ARK) module, 
which applies machine learning to 
historical responses taken by an 
organisation’s security analysts and 
recommends appropriate actions 

when similar threats and incidents 
occur. 

And other than effectiveness how 
else is machine learning assisting 
the companies that adopt your 
platform?

Over time the knowledge learned by 
the system builds up because of the 
range of incidents and actions taken, 
ensuring critical tribal knowledge 
remains with the organisation even if 
analysts leave and move onto another 
organisation.  

Can you give us examples where the 
machine learning powered IncMan 
SOAR has successfully improved 
detection rates?

We have recently signed an important 
MSSP in the UAE, which is using 
DFLabs to provide value internally and 
to its clients. DFLabs has a dedicated 
version of IncMan SOAR for MSSPs and 
MDR providers.

From the end-user perspective, one 
large international bank is using 
DFLabs IncMan START Triage both for 
cyber intrusion and to ingest fraud 
alerts for online transactions and 
integrate with its mainframe, ATM 
system and other data sources to 
automate manual enrichment and 
containment workflows. By combining 
cyber and financial fraud monitoring 
with START Triage the bank has had a 

By combining cyber 
and financial fraud 
monitoring with 
START Triage the 
bank has had a 
90% reduction in 
processing times  
for alerts.
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90% reduction in processing times for 
alerts. 

That’s interesting that you’re doing 
more and more work in the UAE. Can 
you tell us a bit more about your 
activity in the Middle East, and how 
important this market is to you?

It is very important. With R&D based 
in Italy, we can provide direct support 
to the MEA countries basically in 
the same time zone, without waiting 
for Silicon Valley to wake up in the 
morning when the MEA is going to 
sleep. This is not practical as it makes 
local clients lose time. We culturally 
find ourselves closer to the MEA 
clients, which is an important factor 
for both parties to be successful. 

So are you currently partnered with 
any Middle East entities and in what 
capacity are you contributing to the 
information security landscape here?

We have many ongoing discussions 
with local standardisation bodies 
and from a commercial standpoint 
we are partnering with RAS Infotech 
as a reseller and CyberGate as an 
MSSP. Our mission is to increase our 
presence in the region, so we are 
exploring many avenues to do this.

Which types of companies or 
security organisations do you find 
are most compatible with you?

Definitely companies with the 
understanding of the value brought 
by automation. Luckily, many CISOs 
in the MEA region are realising the 

importance of SOAR and the fact that 
it is not possible to reach the desired 
outcome solely based upon some 
automated SIEM features. SOAR is a 
platform and must be independent 
and easy to integrate with (DFLabs is 
the most open SOAR platform in the 
market). Currently, in MEA, companies 
operating in Oil and Gas, Financial 
Services and big facilities are in first 
line for that. The number of MSSPs 
in the region that are realizing the 
value of a true SOAR platform is also 
increasing rapidly.

Do you see DFLabs branching out 
from incident response to other 
areas of information security, or do 
you have a partner network which is 
able to cover fields allowing you to 
offer a 360 service?

DFLabs shares the same investors 
as Carbon Black, LogPoint, Security 
Scorecard, etc. so we believe in an 
ecosystem.  DFLabs IncMan SOAR also 
supports more than 150 integrations 
out of the box. 

Cyber incident response is and will 
remain our core offering, providing 
Security Orchestration, Automation 
and Response (SOAR) solutions 
for Enterprise SOCs and CSIRTs, 
as well as MSSPs and MDR service 
providers.  SOAR covers a number 
of areas including complementing 
Endpoint and SIEM.  We also have 
a growing partner network which 
covers the wider range of information 
security products and solutions to 
complement our offering.
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STEP 2

CODIFY YOUR SECURITY POLICIES AND PROCEDURES

Once the security stack has been 
integrated, it is time to start codifying 
your new or existing security policies 
into the IncMan SOAR platform.  
IncMan’s Dual-Mode Orchestration 
allows organisations to codify both 
human and machine processes into 
a single, holistic response to each 
security event.  Workflows can include 
a combination of automated, semi-
automated and manual steps, allowing 
organisations to define what level of 
automation is appropriate for each 
scenario.  IncMan allows organisations 
granular control over what to do when 
a security event is received and how 
to respond given any number of event 
variables.  Events with a high level 
of confidence can immediately be 
converted to incidents, while events 
with a lower level of confidence can 
be sent to IncMan’s START Triage 
module for further enrichment and 
investigation before an incident is 
declared.

How DFLabs’ automated incident 
response works

I N  F O C U S

DFLabs works with, and acts as a force multiplier to existing security tools to solve the three main challenges 
security operations teams face today:  

1. How to monitor and manage the sheer volume of alerts and incidents continuously generated. 

2. How to achieve visibility into acute threats and prioritize response.

3. How to focus remediation efforts with limited resources.

STEP 1 

INTEGRATE THE SECURITY STACK

The first step in achieving value from IncMan SOAR 
is integrating the rest of the security stack with 
the platform.  For security products which provide 
alerts only, this may be as simple as creating a 
one-way integration with IncMan via syslog, email or 
API.  When bidirectional communication is required, 
IncMan’s existing integrations and Open Integration 
Framework makes it easy to integrate with any 
number of security products.
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STEP 4

LEARN, MATURE AND EVOLVE

As IncMan SOAR is used to respond to more security 
incidents, the repository of information available to the 
Correlation Engine and Automated Responder Knowledge 
will continue to grow.  This will lead to a greater level of 
context surrounding each new incident, as well as better 
response recommendations to new incidents.  Because 
IncMan is at the centre of the incident response process, 
it is able to gather extremely valuable intelligence which 
can be used for security metrics, threat intelligence, KPIs, 
threat hunting and other activities.

As analysts become more proficient in using the IncMan 
platform, use cases will continue to evolve and become 
more complex, and new use cases will be discovered.  
Workflows within IncMan are living processes which 
will continually improve as both the security program 
and analysts mature, continuously making the response 
process more effective and at the same time reducing 
risk.

STEP 3 

BEGIN RESPONDING WITH INCMAN SOAR

Now that IncMan SOAR is configured, the security team 
is ready to begin responding to new security events with 
IncMan.  Each time a new event is received, it will be 
parsed and categorised according to the organisation’s 
defined rules.  If an event is sent to the START Triage 
module, it will be automatically enriched using the 
appropriately assigned workflow, providing the analyst 
with the information required to determine if the event 
is a false positive or an event which should be escalated.  
Once an incident is created, IncMan will automatically 
pass any incident artefacts through the Correlation 
Engine, correlating the current incident with any previous 
incidents to provide the analyst further context.  IncMan 
will also utilise the Automated Responder Knowledge 
(ARK) machine learning algorithm to recommend 
response actions to the current incident based on the 
responses to previous similar incidents.

Any automated workflows created by the organisation 
for the specific incident type will be automatically 
executed, enriching the initial incident information 
to provide the analyst with the proper context and 
intelligence to immediately begin an effective response 
to the event.  This automation saves valuable analyst 
time otherwise spent performing mundane, repeatable 
and easily automated tasks, allowing the analyst to 
immediately begin focusing on those tasks which require 
human intervention.  These workflows may also include 
automated or semi-automated containment actions, 
such as immediately blocking suspicious IP addresses, 
URLs, hash values or other potentially malicious items, 
instantly reducing the risk to the organisation while the 
response effort continues.
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Dario Forte, 
Founder and CEO 
of DFLabs

I N  F O C U S

You have over 20 years of cyber and organised 
crime enforcement experience, as an entrepreneur 
do you remember what convinced you to invest in 
cybersecurity?

I have a background within the police force and in 
academia. I understood the importance of investing 
in cybersecurity when I started to investigate the first 
data breaches, in 1999.  After leaving law enforcement, I 
spent over a year as an incident response manager for a 
global bank.  Then I decided to accept a Tenure Track at 
the University of Milan and start my own company.  One 
interesting thing is that, when I started to teach at Milan 
University, one of my mentors was Professor Damiani, who 
now is teaching at Khalifa University and sits on DFLabs’ 
board.

You’ve worked with remarkable organisations across the 
world, including NASA – can you recall one of the most 
interesting engagements you had and why?

One of the biggest cybercrime operations that I recall 
occurred in August 2002 when fourteen Italian hackers 
were arrested after a year-long investigation by the Italian 
Financial Police.  They were charged with hacking the 
networks of NASA, the US Army, US Navy and various 
universities around the world.  More than 40 computers 
were seized and almost one TB of data.  Many credit card 
files were recovered. 

Almost all of the hackers were information security 
professionals, working as infosec managers in large 
consulting firms (even in the Italian branches of the US 
companies), or freelance security professionals.  The 
“Insider Threat” was the main issue, as the individuals were 
working as white hat hackers by day and black hat hackers 
by night. 

Solving this case required international cooperation from 
different agencies around the globe, and one of the largest 

backtracking operations ever undertaken to identify and 
detain these hackers.

What’s been the key to your success in cybersecurity and 
especially with DFLabs?

I, and my experienced leadership team at DFLabs, 
recognised early on the growing need to solve and 
overcome a number a security operations challenges and 
pain points. Through innovation, R&D and engineering, our 
SOAR solution has evolved to meet the requirements of our 

customers, prospective enterprises, and MSSPs.

I have to admit, it still thrills me when I walk into the SOCs 
that are using our tool and I see the DFLabs logo in their 
war room.

Do you have any advice for young entrepreneurs wanting 
a career in cybersecurity?

There is no time like the present.  Cyberattacks are always 
going to impact organisations, whether it’s today, tomorrow 
or in the future, so the opportunities in cybersecurity are 
endless, and there is a wide open field for careers and 
specialisations within cybersecurity.  This industry can 
be challenging but it is highly rewarding, fast-paced and 
exciting, as the threat landscape keeps evolving.  

Have you ever made a mistake in business that has 
taught you a big lesson, you’ve learned from it and has 
made you a better businessman – if so can you share the 
details?

In the past, I have underestimated the value of having 
a great sales team. Now, I am very focused on building 
exceptional sales and partner teams, as I have found that 
they are crucial for the success of a fast growing company. 

What do you feel is the most game changing technology 
likely to affect security and how are you reacting to it?

Artificial Intelligence is a game changer for security, and 
it has gained a lot of momentum in recent years. Vendors 
and organisations are building AI into their products and 
security practices, and DFLabs is no exception. We are 
focused on using AI and machine learning to increase 
automation and accelerate the entire security incident 
response lifecycle with greater accuracy and efficiency. We 
have patented several key processes already, and more are 
in development.

Our patent-pending Automated Responder Knowledge 
(ARK) engine applies machine learning by comparing 

Artificial Intelligence is a 
game changer for security…. 
[but] AI also has a dark side
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actions from previous incidents with hundreds of incident 
attributes, to recommend relevant Playbooks and actions 
that allow organisations to effectively and efficiently 
manage and mitigate future incidents. Knowledge gained 
by ARK through previous responses is automatically 
transferred to analysts and responders, ensuring a 
consistent and repeatable response.

AI, when added to a security program helps organisations 
solve dreaded false positives, freeing staff to do more with 
less resources, as is the case with DFLabs. However, there 
can be some risks associated with AI driven technology, 
so I’d recommend that if/when organisations consider 
implementing technologies using AI, that they fully 
understand what the AI technology is driving and how it is 
applied within their specific operations.

AI also has a dark side. While AI driven technologies 
can significantly help security teams automate manual 
tasks and augment decision making processes such as 
determining the validity of events, AI and the machine 
learning algorithms that drive it, can also introduce 
unintended risks into the enterprise. Just as organisations 
work to employ more of this type of technology into their 
defense strategy, attackers are viewing AI as another attack 
vector and tool that can be used to their advantage.

For a man in charge of a global business like DFLabs, 
how important is it to switch off from the fast moving 
world tech? What do you like to do to relax?

I really enjoy cycling, and the months from January to April 
in the Middle East are amazing. There are incredible roads 

for cycling in Abu Dhabi and Dubai. Also, Oman provides 
great places to ride. While I believe the time surrounding 
Ramadan is the best for riding in the GCC, I also love 
cycling during the first months of the year because I can 
cover hundreds of kilometres in the cooler temperatures. 
To unwind, I also enjoy listening to jazz and audiophile 
music.

What keeps you awake at night?

In the GCC specifically, I am concerned about personnel 
turnover, which I believe is too high and can negatively 
impact operations. Knowledge is key within incident 
response and security operations, and is derived effectively 
over time and with experience. 

In general, I am concerned that enterprises around the 
world are collectively receiving millions of security alerts 
that could lead to serious security incidents and breaches, 
but they are missing important indicators, or are unable 
to respond to due to a lack of people, effective tools and 
technologies.

Dwell times of security incidents are often days, months 
or even years (such as the recent Marriott breach), which 
gives attackers more than ample time to do serious 
damage.  Regulations like GDPR with breach notification 
requirements are helping to address this problem. However, 
there are effective solutions out there, such as DFLabs 
IncMan SOAR, that is available to help enterprises and 
managed service providers keep cyber incidents under 
control by detecting, responding to and remediating all 
security alerts before critical incidents can occur. 

Q U I C K  F I R E  Q U E S T I O N S  O N  D F L A B S

Do you have a distributor or partner in the Middle East?  
RAS Infotech, who are exhibiting at GISEC on 1-3 April and you’ll find our representatives on their stand 
(Stand A10, Hall 8).

How many people do you have focusing on SOAR in the Middle East? 
We currently have 10 people, including DFLabs engineers and our partner’s ecosystem.

How many people work for DFLabs across the world? 
By the end of Q2 this year, DFLabs will have 60 employees, and we are continuing to grow rapidly.

Italians are famed for their engineering, food and design. Are there any Italian traditions which add 
to your global company culture? 
Family is key within Italian culture. DFLabs has grown and developed as part of my extended family, with 
open communication and collaboration. Together we innovate, address challenges and collectively work 
to grow our business. 

How can our readers get in touch with you? 
You can get in touch with DFLabs via our dedicated GISEC webpage. Prearrange an informal chat with 
one of our specialists during the event to discuss your specific security operations challenges and pain 
points or an upcoming SOAR project you may have, or alternatively, if you won’t be attending GISEC this 
year you can request a personalised demo at a time that is more convenient.

https://www.dflabs.com/lp/gisec-2019/

